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Exam Question 

An institute looking to establish a secure and efficient Linux server environment for database 
management must follow several key steps. Begin by setting up an LDAP server to centralize user 
authentication. Then, deploy PostgreSQL with LDAP-based authentication to ensure secure database 
access. Next, configure Joomla to be securely accessible over HTTPS on port 443 using a designated 
domain name. Additionally, implement a file-sharing service to manage user home directories via FTP 
with LDAP authentication, and set up an SSH server to authenticate users through LDAP. 

Server and Client User and Password 
Role User Password 
LDAP Server root Root 
LDAP User Nikhil -------@123 
SSH User Nikhil -------@123 
Client  root Root 
Client User Patidar 123 
Joomla Admin admin -------@123456 

 
 

Server and Client User and Password 

SERVER DETAILS 
OS  Debian 12 
IPv4 192.168.169.130 
Hostname ns.armour.local 
Domain armour.local, ns.armour.local www.armour.local 

CLIENT DETAILS 
OS  Debian 12 
IPv4 192.168.169.132 
Hostname cn.client.local 
Domain client.local cn.client.local 

 
 

 

LDAP SERVER Basic Configuration 
Machine Name Debian for Exam Linux 

 

Set IP and Gateway  

 

nano /etc/network/interfaces 

ip 192.168.169.130 

gateway 192.168.169.135 

 

mailto:nikhilpatidar132@gmail.com
http://www.armour.local/


 
 

Hostname Name Set on Ldap Server Site 

hostnamectl set-hostname  ns.armour.local 

reboot 

 

Check  

hostname 

ns.armour.local 

 

vim /etc/resolv.conf 

# Add this line 

nameserver 8.8.8.8 

nameserver 8.8.4.4 

 

Disable IPv6 

vim /etc/sysctl.conf 
 

# Add this Line 

net.ipv6.conf.all.disable_ipv6 = 1 

net.ipv6.conf.default.disable_ipv6 = 1 

net.ipv6.conf.lo.disable_ipv6 = 1 
 

Apply Changes Immediaelty 

sysctl -p 

 

 

DEBIAN CLIENT Basic Configuration 
Machine Name Debian Client for Exam Linux 

 

Root Credentials : 
 Username : root 
 Password : root 

 

User Credentials: 
 Username: patidar 
 Password: 123 

 

Set IP and Gateway  

vim  /etc/network/interfaces 

ip 192.168.169.132 

gateway 192.168.169.135 

 



 
 

Hostname Name Set on Client  Site 

hostnamectl set-hostname cn.client.local 

reboot 

 

Check hostname 

cn.client.local 

 

vim /etc/resolv.conf 

# Add this line 

nameserver 192.168.169.130  //LDAP Server IP 

nameserver 8.8.8.8 

 

Disable IPv6 

vim /etc/sysctl.conf 
 

#Add this Line 

net.ipv6.conf.all.disable_ipv6 = 1 

net.ipv6.conf.default.disable_ipv6 = 1 

net.ipv6.conf.lo.disable_ipv6 = 1 
 

Apply Changes Immediaelty 

sysctl -p 

 

Ldap Server site Configuration 
1. Configuration of DNS (Domain Name System) 

Step -1.  Install DNS Required Packages 

apt install bind9 dnsutils 

 

Step -2.  Create Zone  

vim /etc/bind/named.conf.local 

 



 

Step-3.  Create Forward Zone Records 

mkdir /etc/bind/zones 

vim /etc/bind/zones/forward.server.local 

 
named-checkzone armour.local /etc/bind/zones/forward.armour.local 

 

Step -4.  Update Hosts 

vim /etc/hosts 

192.168.169.130  armour.local ns.armour.local ldap.armour.local 

 

Step-5. Restart DNS Services 

systemctl restart bind9 

systemctl enable named.service 

 

Step-6.  Verify Domain Resolution 

nslookup server.local 192.168.169.130 

nslookup ldap.server.local 192.168.169.130 

 

 
 

 

LDAP (Lightweight Directory Access Protocol) Server 

Configuration. 
Step-1. Package Install 

apt install slapd ldap-utils 

Administrator Password Set -------@123 

 

 

 



Step-2. Reconfigure LDAP 

Answer the prompts:  
- Omit OpenLDAP server configuration? →  No  
- DNS Domain Name →  armour.local  
- Organization name →  armour 
- Administrator Password →  -------@123 
- Confirm Password →  -------@123 
- Do you want the database removed when slapd is purged? →  No  
- Move old database? →  Yes 

Step-3. Edit  /etc/ldap/ldap.conf 

vim /etc/ldap/ldap.conf 

 

# Add this line 

BASE dc=armour, dc=local 

URI ldap://ldap.armour.loca 

 

Check LDAP Configuration Checks 

- ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config dn 

- ldapsearch -x -LLL -H ldap:/// -b dc=armour, dc=local dn 

- ldapwhoami –x 

- ldapwhoami -x -D cn=admin,dc=armour,dc=local –W 

- ldapwhoami -Y EXTERNAL -H ldapi:/// -Q 

 

Step -4. Create LDAP User  

Genrate Hashed Password  

slappasswd 

{SSHA}3oeezY66PdwESVU3ZR1H6owK8XPqwdpA (-------@123) 

 

vim users.ldif 

add user and groups to LDAP 

ldapadd -x -D cn=admin,dc=armour,dc=local -W -f users.ldif 
 

 



 

Verify 

ldapsearch -x -LLL -b dc=armour,dc=local '(uid=nikhil)' cn gidNumber 

 

Step-5.  Edit PAM Auth File 

vim /etc/pam.d/common-auth 

 

# Add this line 

auth sufficient pam_ldap.so 

 

# Enable Home directory creatioin 

vim /etc/pam.d/common-session 

add this line 

session required pam_mkhomedir.so skel=/etc/skel/ umask=0022 

 

 
 

Step-6. Install LDAP PAM Packages 

apt install nslcd libpam-ldapd 

- LDAP server URI: ldap://ldap.armour.local  
- LDAP server search base: dc=armour,dc=local  
- Name service to configure: select passwd, group, shadow 

 



 
 

 
 

 

Step-7. Add Admin  

vim /etc/nslcd.conf 

 

# Add this line 

binddn cn=admin,dc=armour,dc=local 

bindpw -------@123 

 

 
systemctl restart nslcd.service 

 

getent passwd nikhil 

# Output 

nikhil:*:11000:5500:nikhil patidar:/home/nikhil:/bin/bash 
 

id nikhil 

# Output 

uid=11000(nikhil) gid=5500 groups=5500 
 

 
 

 

 



LDAP Client Configuration 
 

Step-1.  Install Packages on Client 

apt install libnss-ldapd libpam-ldapd ldap-utils 

 

Installation Prompts:  

- LDAP server URI: ldap://ldap.armour.local  

- LDAP search base: dc=armour,dc=local  

- Name service to configure: Select → passwd, group, shadow 

 

Step-2. Home Directory Create and Enable 

vim /etc/pam.d/common-session 

 

# Add this Line 

session required pam_mkhomedir.so skel=/etc/skel/ umask=0022 

 

 
 

 

# LDAP User Test Login 

su – nikhil 
 

 

SSH Access for LDAP Users 
Step-1. Edit SSH Configuration 

vim /etc/ssh/sshd_config 
 

Set to YES 

UsePAM yes 
 

Step-2. Restart SSH Service Both Server and Client 

systemctl restart sshd 

 



Step-3. SSH into Server Using LDAP User 

From Client Machine site 

ssh nikhil@192.168.169.130 

 

 

 

 

FTP Server Configuration with LDAP Intergration 
Step-1. Install FTP Packages on Server 

apt install vsftpd 

 

Step.2. Configure PAM for vsftpd Authentication 

vim /etc/pam.d/vsftpd 

 

# Add this Lines 

- auth         required     pam_ldap.so 

- account    required     pam_ldap.so 

- session     required     pam_loginuid.so 

 

 
 

# Explanation:  

- auth required pam_ldap.so — Uses LDAP for user authentication.  

- account required pam_ldap.so — Verifies account details via LDAP.  

- session required pam_loginuid.so — Manages session logging. 

 

Step-3. FTP Server Main File Configuration  

vim /etc/vsftpd.conf  

 

  

mailto:nikhil@192.168.169.130


# Ensure the following Settings 

- local_enable=YES 

- write_enable=YES 

- pam_service_name=vsftpd 

 

# Explanation:  

- local_enable=YES — Allows local (LDAP-authenticated) users to login.  

- write_enable=YES — Allows users to upload, modify, and delete files.  

- pam_service_name=vsftpd — Uses /etc/pam.d/vsftpd for authentication. 

 

Step-4. Restart the FTP Service 

systemctl restart vsftpd 

 

Step-5. Install FTP Client Tool on Both Server and Client  

apt install ftp 

 

Step-6. Connet to FTP Server as LDAP User (Client Machine Side) 

 

ftp 192.168.169.130 

- LDAP User –Nikhil 

- Password- -------@123 

 

 
 

 

PostgreSQL Installation and Configuration 
Step-1. Install PostgreSQL 

apt update 

apt install postgresql postgresql-contrib 

 

Step-2. Check PostgreSQL Service 

systemctl status postgresql 

 

Step-3. Configure LDAP Authentication 

vim /etc/postgresql/*/main/pg_hba.conf 

 

# Add this line at the bottom 

host    all    all    0.0.0.0/0    ldap ldapserver=192.168.169.130 

ldapbasedn="ou=People,dc=armour,dc=local" 



Step-4. Allow External Connections 

vim /etc/postgresql/*/main/postgresql.conf 

#Uncomment and set: 

listen_addresses = '*' 

Step-5. Restart and Verify Postgresql Services 

systemctl restart postgresql 

systemctl status postgresql 

 

Step-6. Connect to PostgreSQL via LDAP user 

psql -h 192.168.169.130 -U nikhil -d postgres 

 

PostgreSQL Basic Commands 

S.No Command Description 

1 su – postgres Access the PostgreSQL system user shell. 
 

2 Psql Start the PostgreSQL interactive terminal (psql). 

3 \l List all PostgreSQL databases. 
 

4 \c dbname Connect to a specific database. 

5 \du List all roles and their privileges. 

6 \q Quit the PostgreSQL terminal. 
 

7 \dt 
 

List all tables in the current database. 

8 CREATE TABLE tablename (...); Create a new table. 

9 INSERT INTO tablename (...) VALUES (...); nsert data into a table. 

10 SELECT * FROM tablename; View all data from a table. 

 
 

 

 



Joomla Installation with HTTPS (Post 443) 
Step-1. Install Required Packages 
 

apt update 
 

apt install apache2 php php-mysql php-ldap php-xml php-mbstring php-zip php-curl libapache2-mod- 
 

php mariadb-server unzip 
 

apt install php-pgsql 
 

Step-2. Restart Apache2 

systemctl restart apache2 
 

Step-3. Download and Etract Joomla 
 

cd /var/www/html 
 

mkdir joomla 
 

cd joomla 
 

wget https://downloads.joomla.org/cms/joomla5/5-3-1/Joomla_5-3-1-Stable-Full_Package.zip 
 

unzip Joomla_5-3-1-Stable-Full_Package.zip 
 

chown -R www-data:www-data /var/www/html/joomla 
 

Step-4. Create SSL Certificate for Joomla 

mkdir -p /etc/apache2/ssl 

 

# Genrate  Certificate 

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/apache2/ssl/joomla.key -out 

/etc/apache2/ssl/joomla.crt 

Step-5. Configure Virtual Host  
 

vim /etc/apache2/sites-available/joomla.conf 
 

 



On Client Windows PC 

 
# Edit host file this Location 

C:\Windows\System32\drivers\etc\hosts 
 

# Add this line  

192.168.169.130  ns.armour.local  armour.local www.armour.local 

 

Step-6. Enable SSL and Virual Host 
 

a2enmod ssl 
 

a2enmod rewrite 
 

a2ensite joomla.conf 
 

systemctl reload apache2 
 

# Final Joomla Access 

# By IP with Https 
https://192.168.169.130/joomla  
 
# By Domain Name with Https 
https://www.armour.local/joomla 
 

Joomla Installer 5.3.1 
 
#Succefully Run Joomla this URL 
https://www.armour.local/joomla/administrator/ 
 
#Joomla Admin Detials: 

 Username: admin 
 Password: -------@123456 

 
https://www.armour.local/joomla/ 
 

 

 

http://www.armour.local/
https://www.armour.local/joomla/administrator/
https://www.armour.local/joomla/


 

  

 



 

 

  

 



 

 

Report Completed 

All the necessary components of the Linux server environment have been configured and documented. This marks 

the successful completion of the server setup exam report. 

 


